§1234.10

Subpart B—Program Requirements

§1234.10 Agency responsibilities.

The head of each Federal agency
shall ensure that the management of
electronic records incorporates the fol-
lowing elements:

(a) Assigning responsibility to de-
velop and implement an agencywide
program for the management of all
records created, received, maintained,
used, or stored on electronic media;
and notifying the National Archives
and Records Administration, Modern
Records Programs (NWM), 8601 Adelphi
Rd., College Park, MD 20740-6001 and
the General Services Administration,
Office of Government Policy (MKB),
Washington, DC 20405, of the name and
title of the person assigned the respon-
sibility.

(b) Integrating the management of
electronic records with other records
and information resources manage-
ment programs of the agency.

(c) Incorporating electronic records
management objectives, responsibil-
ities, and authorities in pertinent
agency directives and disseminating
them throughout the agency as appro-
priate.

(d) Establishing procedures for ad-
dressing records management require-
ments, including recordkeeping re-
quirements and disposition, before ap-
proving new electronic information
system or enhancements to existing
systems.

(e) Ensuring that adequate training
is provided for users of electronic mail
systems on recordkeeping require-
ments, the distinction between Federal
records and nonrecord materials, pro-
cedures for designating Federal
records, and moving or copying records
for inclusion in an agency record-
keeping system;

(f) Ensuring that adequate training is
provided for users of electronic infor-
mation system in the operation, care,
and handling of the equipment, soft-
ware, and media used in the system.

(g) Developing and maintaining up-
to-date documentation about all elec-
tronic information system that is ade-
quate to: Specify all technical charac-
teristics necessary for reading or proc-
essing the records; identify all defined
inputs and outputs of the system; de-
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fine the contents of the files and
records; determine restrictions on ac-
cess and use; understand the purpose(s)
and function(s) of the system; describe
update cycles or conditions and rules
for adding information to the system,
changing information in it, or deleting
information; and ensure the timely, au-
thorized disposition of the records.

(h) Specifying the location, manner,
and media in which electronic records
will be maintained to meet operational
and archival requirements, and main-
taining inventories of electronic infor-
mation system to facilitate disposi-
tion.

(i) Developing and securing NARA
approval of records disposition sched-
ules, and ensuring implementation of
their provisions.

(J) Specifying the methods of imple-
menting controls over national secu-
rity-classified, sensitive, proprietary,
and Privacy Act records stored and
used electronically.

(k) Establishing procedures to ensure
that the requirements of this part are
applied to those electronic records that
are created or maintained by contrac-
tors.

(I) Ensuring compliance with applica-
ble Governmentwide policies, proce-
dures, and standards such as those
issued by the Office of Management
and Budget, the General Accounting
Office, the General Services Adminis-
tration, the National Archives and
Records Administration, and the Na-
tional Institute of Standards and Tech-
nology.

(m) Reviewing electronic information
system periodically for conformance to
established agency procedures, stand-
ards, and policies as part of the peri-
odic reviews required by 44 U.S.C. 3506.
The review should determine if the
records have been properly identified
and described, and whether the sched-
ule descriptions and retention periods
reflect the current informational con-
tent and use. If not, or if substantive
changes have been made in the struc-
ture, design, codes, purposes, or uses of
the system, submit an SF 115, Request
for Records Disposition Authority, to
NARA.
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